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1. 
Introduction
At SA3 Meeting #95, SA3 discussed the incoming LS from RAN2 on "broadcast assistance data delivery" [1]. The specific question to SA3 in [1] was whether the "solution for broadcast assistance data delivery specified in LTE Rel-15 on security can be reused for NR". SA3 answered this question in the reply LS to RAN2 in [2] as follows:
"Yes, SA3 believes the solution for protection of broadcast assistance data for LTE in Rel-15 is suitable for reuse for NR in Rel-16."
This response LS was received and discussed at RAN2#106. RAN2 is still working on completing the broadcast solution for NR Rel-16.  

At RAN2#106 an agreement concering UE-based positioning (i.e., where the position calculation is performed at the UE rather than at the LMF) was made and an additional LS with further questions was sent to SA3 in [3]. The LS in [3] states the following:

"During RAN2#106, the following agreements have been made on RAT-dependent DL-only UE-based positioning:
	Agreements:

1
UE-based DL-only positioning is supported at least for the case of unicast assistance data.

2
Confirm that broadcast AD are supported for DL-only positioning.  FFS if this applies to the UE-based case


RAN2 would like to ask SA3 if the LTE mechanism for broadcast assistance data is secure for the case of UE-based DL-TDOA assistance data, which includes the geographical location of the gNB and is repeatedly broadcasted in the system information when the broadcast of the assistance data is supported."
2. 
Ciphering for Broadcast Location Assistance Data
2.1
Background
The ciphering mechanism for broadcast of location assistance data is described in clause 7.5 of 3GPP TS 36.355 [4], and as confirmed by SA3 in [2], is expected to be reused for NR. Each positioning SIB (posSIB) transferred from an LMF to an gNB and broadcast as part of a positioning System Information (posSI) will then comprise a common part applicable to all posSIBs and a unique part for each particular posSIB as shown in Table 1.

	posSIB Part
	Parameter
	Comments

	Common Part for all posSIBs

Not ciphered
	valueTag
	Updated whenever posSIB content has changed.

	
	expirationTime
	Indicates when posSIB content will expire.

	
	cipheringKeyData
	Comprises:

Ciphering key ID;
Second 128 bit component of counter value (d0).

	
	segmentationInfo
	Information about segmentation of a posSIB comprising:
Use of pseudo-segmentation versus octet string segmentation;
Indication of whether a segment is final or not final

Segment number (0-63).

	Unique Part for each individual posSIB
May be ciphered
	assistanceDataElement
	Information encoded in ASN.1 according to TS 36.355 [4] that is unique to each posSIB.
Included as an octet string.


Table 1: Encoding of a posSIB and a posSIB segment according to TS 36.355 [4] (AssistanceDataSIBelement in Clause 7.4.2).
Ciphering uses the 128-bit Advanced Encryption Standard (AES) algorithm with counter mode [5] [6] in which the initial counter value is provided to a UE in two parts – a value c0 provided as part of the information for each cipher key (which is received by the UE from an AMF) and a value d0 provided in the common part of each posSIB as shown in Table 1 above. A UE then sums c0 and d0 modulo 2128 to obtain the initial counter value for deciphering. 
This ciphering solution was reviewed by SA3 and some additional recommendations on d0 were provided to RAN2 at SA3#91 in [7] which were included in TS 36.355 clause 7.3 [4]. In particular,  TS 36.355 [4] contains the requirement that the values for d0 shall be different for each posSIB and shall contain at least 16 least significant bits set to zero to ensure that the d0 values for different posSIBs differ from one another by large values, which will prevent use of the same counter values for different posSIBs (which could otherwise lead to keystream reuse).
As mentioned in section 1 above, SA3 discussed the overall LTE broadcast solution at SA3#95 and informed RAN2 that the LTE solution (incl. the ciphering) is also suitable for NR [2].

2.2
UE-based DL-TDOA assistance data
The details of the DL-TDOA assistance data (i.e., the content of the assistanceDataElement in Table 1 above in case of UE-based DL-only positioning) have not been finalized by RAN2 yet. However, these assistance data will contain (among others) the geographical location of the serving gNB (gNB antenna location transmitting the Positioning Reference Signal (PRS)) as noted in the incoming LS from RAN2 [3]. It is also likely that the geographical locations of neighbouring gNBs (gNB antenna locations) would also be included. Similar assistance data have been defined previously in 3GPP, e.g. for UMTS as specified in 3GPP TS 25.331, subclause 10.3.7.103a [8]. Therefore, the content of the assistanceDataElement for UE-based DL-only positioning may be similarly defined for NR. In particular, the coordinates of the reference base station in [8] are provided in latitude/longitude/altitude format, and the coordinates of each neighbour base station are provided as deltas relative to the reference base station (Relative North, Relative East, Relative Altitude). Since these coordinates (in whatever format they will finally be included in assistanceDataElement) will not change in a typical deployment, the posSIB containing these assistance data may be the same over a long time period (i.e., the assistanceDataElement in Table 1 may not change)
. This leads to the additional question from RAN2 on security for the case of UE-based DL-TDOA assistance data, as summarized in section 1 above.
2.3
Ciphering for static assistance data
The ciphering operation defined in 3GPP TS 36.355 [4] and briefly summarized in section 2.1 above, can be described as follows:

M(Ki,Cn) = B  XOR  O(Ki,Cn)

where  

M(Ki,Cn)   = 
ciphered message data for a key Ki and counter Cn (i.e., assistanceDataElement octet string in Table 1 above).

             B   = 
plaintext (assumed to be fixed in the case of gNB coordinates latitude/longitude/altitude).
O(Ki,Cn)   = 
keystream generated from a key Ki and counter Cn using AES counter mode.
The ciphering mechanism specified in [4] ensures that the [Ki, Cn] pair is never repeated. This ensures that there is no risk of keystream repeat. It should be noted that from ciphering perspective, it is immaterial whether the plaintext is static or dynamic. Therefore, there is no security risk specific to ciphering static assistance data elements (e.g., gNB location coordinates).
3. 
Conclusion 

Based on the preceding evaluation, the LTE mechanism for broadcast assistance data is secure also for the case of UE‑based DL-TDOA assistance data, which includes the (static) geographical location of the gNB and is repeatedly broadcasted in the system information when the broadcast of the assistance data is supported. Therefore, SA3 is kindly requested to agree on the following as the reply:
SA3 believes that the LTE ciphering mechanism for broadcast assistance data is secure also for the case of UE‑based DL-TDOA assistance data, which includes the ciphered geographical location of the gNB and is repeatedly broadcasted in the system information.
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� The assistance data may contain some data which is not constant such as timing differences between gNBs or time synchronization of gNBs. However, the gNB location portion of the assistance data would normally remain constant.
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